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7% [FRIEH EH T—4
1 version version 15.8
2 hostname hosthame CHBO1-MGRTO1
3 boot file dir boot system flash flash:c1900—universalk9—mz.SPA.158-3.M5.bin
4 nameserver ip name—server 2001:4860:4860::8888 2606:4700:4700::1111
5
6 dname test.router.fqdn
7
8ldname domain name ip domain name test.router.fqdn
9 ntpserver ntp server 2001:DF0:232:EEAQ::FFF3
10
11 mgmtif Loopback0
12 wanifl GigabitEthernet0/0
13 wanif2
14
15 areano 1
16 areanov6 200
17
18| mgmtif ftpmgmtif ip ftp source—interface LoopbackO
19| mgmtif tftpmgmtif ip tftp source—interface LoopbackO
20]areano mgmtroute ip route vrf Mgmt—intf 21l R
21]areano dhcpexclude ip dhcp excluded—addr
22|areano dhcpnetwork network il
23|areano dhcpdefautlroute default—n
24]|dname dhcpdomain domain—name test.router.fqdn
25
26]areanovb |dhcpvBnetwork address prefixl IS |etime 604800 86400
27|dname dhcpvb6domain domain—name test.router.fqdn
28
29 cryptoisakmpkey crypto isakmp key <password)> address ipv6 ::/0
30fareano dmvpntunnelip ip address 115
31|areano dmvpntunnelipv6 ipv6 addreg
32|areano dmvpntunnelllipv6 ipv6 address FE80:A001 link—local
33 dmvpnhub1 ip nhrp nhs| HIl B |bma hub01.fgdn multicast
34 dmvpnhub1v6 ipv6 nhrp nhs | EIIES [00::2 nbma hub01.fgdn multicast
35 dmvpnhub? ip nhrp nhs| __ ElIER  bmahub02 fqdn multicast
36 dmvpnhub2v6 ipv6 nhrp nhs| Hil Bx r00::4 nbma hub02.fqgdn multicast
37
38 wanif tunnel source GigabitEthernet0/0
39
40 routerip EIZ|
41
42|areano eigrpnetwork network| il & |
43|routerip routerid eigrp router—id 1 Bl |
44
45 snmpaccesslist shnmp—server community | il B kO AllowSNMPListv4-01
46 snmplocation snmp—server location I_EIIJF,%
47 snmpcontact snmp—server contact admin@sdconw.com
48 snmptrapserver snmp-server host 1_HIER lersion 2c iz{___ElEE |
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version 15.8

CiscozR &8

service tcp—keepalives—in

TCPX—T 74T DEMIL (v ar BEEIMA)

service tcp—keepalives—out

TCPX—T 751 T DB (v ar BEEIMA)

service timestamps debug datetime msec localtime

oy BZR TR A REL

service timestamps log datetime msec localtime

Dy BAR TR A REL

service password—encryption

NRT—FESEEEER M

el e N S R P D

service sequence—numbers

Ay = RFUN—FHIE

©

logging buffered 512000

BY AAREBEEHEE

10|clock timezone JST 9 0 BEZIREEEJSTICERTE

11|hostname CHBO1-MGRTO1 RRE DEETE

12

13[no service pad X.25PADH—E R 31k

14|service dhcp DHCPH —/ \#gE4E 0t (SDCCTIZFI A D=6 . HExhikd5,)
15[no ip domain—lookup B HIfR R AEE SN {L (SDCCTIFMADI=. LTS, )
16|no cdp run CDP£EZ1E

17]|no ip http server HTTPE B EEEL

18[no ip http secure—server HTTPSEIEHAEES1E

19[no service tcp—small-servers BHED - E ML QRIS LA DREENEHY)
20|no service udp—small-servers IBHSEEDI-HE ML QORI S—LALREENEHY)
21|no ip bootp server [H#EEDI-OENL QIR IS—LE5aEEEHY)
22|no service config TFTP ConfigD—R#geESN{t

23|no ip source—route IPY—RIL—T1 0 EME

24

25

26

27|boot-start—-marker

28|boot system flash flash:c1900—universalk9—mz.SPA.158-3.M5.bin HEI7M/ILIETE

29|boot-end—-marker

30

31|memory free low-watermark processor 50000 TY—AEYMN50MEF FE-F=FFICELE TS,

32| memory reserve critical 2000 EELTOVLRARAIFICAEY20MEF T S,

33

34|login block—for 1 attempts 3 within 60 TIV—hTA—RTEVIBHE

35|login on—failure log O AVIZKBRLIZEE . loglZ5R 8% T 5.

36]login on—success log OJAVICHRILIZ5E . loglZE kT 5,

37

38[ip cef IP CEF %11k

39|ipv6 unicast-routing IPv6IL—T 10 ERE

40]ipv6 cef IPv6 CEF H¥hik

41|vtp mode transparent VTP MODEERTE

42|ip name—server 2001:4860:4860::8888 2606:4700:4700::1111 DNSH—/\IEE

43|ip domain name test.router.fqdn KA RIETE

44|ip ftp source—interface Loopback0 FTPY—RAB—DT1—RADIEBE (IR AUNFIZHEITS)
45|ip tftp source—interface Loopback0 TFTPY—RAVA—Dz—ADIEE (IR T AVMNFIZFHITS)
46|ip tftp blocksize 1400 TFTPD By YA XDIEE

47ip route vrf Mgmt=intf 0.0.0.0 0.0.0.0 1] _HIf& | EERYNT—Y@EIFIL—METE

48|ntp server 2001:DF0:232:EEA0::FFF3 NTPH—/\—F7KRLRIEE

49|crypto key zeroize rsa RSAZ 74 )L DHEIER

50|crypto key generate rsa modulus 4096 RSAZ7A L DYER

51|ip ssh version 2 SSHD B xhik

52

53

54 e

= HilBR

56

57

58[spanning—tree extend system—id STP ¥isR S R T LIDEME

59

60|errdisable recovery cause udld HERZE B EE IR EER %L

61|errdisable recovery cause bpduguard S IERAZE B E)1E IR EE R Zhik

62|errdisable recovery cause rootguard HIEEAE B EE IR EE R Tk

63|errdisable recovery cause pagp—flap HIEEE B EE IREER %L

64 |errdisable recovery cause dtp—flap HIEEE G EE IREEEE $h1E

65|errdisable recovery cause link—flap HIERAE B 15 1B aE R St

66| errdisable recovery interval 360 HIERAE B 15 DM RE SRR R SR E
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vrf definition mcs—intf

BEMARIE (\vo7 v ) B VREEZIE

address—family ipv4

exit—address—family

BxXE
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1lip dhep excluded—address 1] Hll R YN TELERBEDERE
2|!
3|ip dhcp pool SDCC-MGMT-Local-Pool0
4| network | HIBR |
5| default-router | FIIES |
6| domain—name test.router.fqdn
7
8|ipv6 dhcp pool SDCC-MGMT-Localv6—Pool0
9| address prefix | HIER lifetime 604800 86400
10| domain—name test.router.fgdn
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1|crypto isakmp policy 100 IPsecPh1E% %
2| encr aes 256
3| hash sha512
4| authentication pre—share
5| group 24
6|crypto isakmp key <password> address ipv6 ::/0 FRTRDIPVLU UL DEREHE
7|crypto isakmp invalid—spi—recovery SARE#i kBt sk
8
9|crypto ipsec transform—set dmvpnts001 esp—aes esp—sha512—hmac IPsecPh2702774JL

10

mode transport

11

12

crypto ipsec profile mgvpnfnt

13| set transform—set dmvpnts001

14

15|crypto identity r| Hll & I

16

17[interface TunnelO

18] ip address| HllBR TunnelJIP7KL X

19| no ip redirects

20[ ip mtu 1360

21{ no ip next—hop-self eigrp 1000 AR—=9 )L —F—~E51F BnexthopZEFENE
22| no ip split—horizon eigrp 1000 ATy RS B ES 1L

23| ip nhrp authentication {___ EIF% | NHRPDEZE

24| ip nhrp network=id 4 HIf& | NHRP D #Z &fi

25| ip nhrp holdtime 15 R DR ELERE

26| ip nhrp nhs [ BIEX  bma hub01.fqdn multicast *tEHub % D ERTE

27| ip nhrp shortcut NHRPL I—hAVRDZ (T AN
28| ip nhrp redirect NHRPUS ALY ERE

29| ipv6 address FE80::A001 link—local TunnelALinkLocallP7 KL X
30{ ipv6 address] BB 64 Tunnel NIP7EL X

31| ipv6 mtu 1360

32| ipv6 eigrp 1000 EIGRPODIFFRD

33| no ipv6 next—hop-self eigrp 1000 AR—T I —B—~BENT Bnexthop ZEEEL
34| no ipv6 split—horizon eigrp 1000 ATy RSV U EEESE
35| ipv6 nhrp authentication §  Hllf& | NHRP D E2EEF

36| ipv6 nhrp network-id 4 Allk& NHRP D #2&jj

37/ ipv6 nhrp holdtime 15 G ORILEIE

38| ipv6 nhrp nhs | TS bma hub01.fqgdn multicast st EHub% D ERE

39/ ipv6 nhrp shortcut NHRPL 3—hAYRDZIT AN
40| ipv6 nhrp redirect NHRPUS ALY E#E

41| tunnel source GigabitEthernet0/0 FoRIIVIFOHEOETE

42

tunnel mode gre multipoint ipv6

FRIILE—REE

43

tunnel protection ipsec profile mgvpnfnt

b RIVEESEER

BXE
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1[crypto isakmp policy 100 IPsecPh1E% %
2| encr aes 256
3| hash sha512
4| authentication pre—share
5| group 24
6|crypto isakmp key <password> address ipv6 ::/0 FRTRDIPVLU UL DEREHE
7|crypto isakmp invalid—spi—recovery SARE#i kBt sk
8

©

crypto ipsec transform—set dmvpnts001 esp—aes esp—shab12—hmac

IPsecPh2702774JL

10

mode transport

11

12

crypto ipsec profile mgvpnfnt

13| set transform—set dmvpnts001
14
15]crypto identity mgvpnfns01
16
17[interface TunnelO
18] ip address| HllBx TunnelJIP7KL X
19| no ip redirects
20[ ip mtu 1360
21
22| ip nhrp authentication <password> NHRPDEZE
23] ip nhrp network=id 4 &l | NHRPD#Z2 &)
24| ip nhrp holdtime 15 FEG T D RRENE T
25| ip nhrp nhs [ &i&  Joma hub01.fqdn multicast xtEHubst D E%
26/ ipv6 nhrp nhs | Bl bR lbma hub01.fqdn multicast X3 A Hub %t D 5§
27| ip nhrp nhs | BB meahubOZ.fqdn multicast st EHub%k D ERE
28| ipv6 nhrp nhs § HilBR bma hub02.fgdn multicast Xt RHubZ D%
29( ip nhrp shortcut NHRPL I—hAVEDZ (T AN
30( ipv6 address FE80::A001 link-local TunnelMLinkLocallP7EL X
31] ipv6 address Hl B b4 Tunnel NIP7RL X
32| ipv6 mtu 1360
33| ipv6 eigrp 1000 EIGRPDIF#ED [+
34| ipv6 nhrp authentication sl HIBR NHRPD EREE
35 ipv6 nhrp network—id 4 HIFR NHRP D #2&f)
36 ipv6 nhrp holdtime 15 R IT DR AR I
37| ipv6 nhrp shortcut NHRPL3—hAVEDZ (T AN
38| tunnel source GigabitEthernet0/0 FRIIFOHOETE
39[ tunnel mode gre multipoint ipv6 FoRILE—FERE
40| tunnel protection ipsec profile mgvpnfnt rrILEEEIEER
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interface GigabitEthernet0/0

description FNSO1-NGNO1-INTF

no ip address

duplex auto

speed auto

ipv6 address autoconfig default

ipv6 enable

O |IN oo b |w N =

ipv6 nd ra suppress all

©

10

interface GigabitEthernet0/1

11

description FNS01-MCS01-INTF

12

vrf forwarding mcs—intf

13

ip address dhcp

14

duplex auto

15

speed auto

16

17

interface GigabitEthernet0/0/0

18

switchport access vlan 104

19

switchport mode access

20

no ip address

21

22

interface GigabitEthernet0/0/1

23

switchport access vlan 104

24

switchport mode access

25

no ip address

26(!

2

~

interface GigabitEthernet0/0/2

28

switchport access vlan 104

29

switchport mode access

30

no ip address

31!

32

interface GigabitEthernet0/0/3

33

switchport access vlan 104

34

switchport mode access

35

no ip address

36

3

~

interface Vlan104

38

ip address | HllBR |

39

ipv6 address FE80::1 link—local

40

ipv6 address| Hll & |

41

ipv6 nd managed—config—flag

42

ipv6 nd other—config—flag

43

ipv6 eigrp 1000

44

ipv6 dhcp server SDCC-MGMT-Localv6—Pool0

BXE
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1|router eigrp 1000 EIGRPD#ZE)
2| network | Al B [GERT L RIEEH]
3| network | HllBR LT ELAIEEH2
4| eigrp router-id | Al | router—idD X TE
5
6|ipv6 router eigrp 1000 EIGRP D #Z&f
7| eigrp router—id {__HIBR | router—idDE% TE
8
9linterface Vlan104
10] ipv6 eigrp 1000
11
12|interface TunnelO
13] ipv6 eigrp 1000

BXE
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1|interface TunnelQ NEBRYST—I~NDIEE BT DIFEHRTET D,
2| ip nat inside
3
4linterface GigabitEthernet0/0.1583 NEBRYET =IO~ DEREH DS DIFEETES Do
5/ ip nat inside
6
7|interface GigabitEthernet0/0.1537 NEBRINT—IEEERT Do
8| ip nat outside
9
ip nat inside source list AllowlnternetAccess01 interface
10| GigabitEthernet0/0.1537 overload NERR YT —IEMGNWDIEREHRTET .
11
12]ip access—list extended AllowInternetAccess01 NERIET—INDEFR LR T HEETIPEEET D,
13| permit ip host ny
14| permit ip host HIlBR ny
15| permit ip host y
16
17|router eigrp 1000
18| redistribute static MGNWIBAANNER YD —O LD EHR A THEHLELRT S,
19
20[ip route 0.0.0.0 0.0.0.0 1( _HIE |
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ip access—list extended AllowSNMPListv4-01

permit 5 host 1 IR hy

ip access—list extended DenyIlPv4SSH-01

BXE
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1[snmp-server community izl _ HIEX D AllowSNMPListv4-01 SNMPDISa=TAABLUVTIERYRDERTE
2[snmp-server location FNSO1 SNMPIZH T D EEFZEFEFTDERTE
3|snmp-server contact a| HIlBR | SNMPIZH 1T HBEEEMREDERTE

snmp—server enable traps snmp authentication linkdown linkup coldstart

4|warmstart SNMP TRAPZ%
5[snmp—server enable traps transceiver all SNMP TRAPE%
6|snmp—server enable traps tty SNMP TRAPER E
7[snmp-server enable traps eigrp SNMP TRAPERE
8|snmp—server enable traps license SNMP TRAPERE
9|no snmp—server enable traps entity—sensor threshold SNMP TRAPE%

11

snmp—server enable traps cef resource—failure peer—state—change peer—fib—

state—change inconsistency

SNMP TRAPZ%

12[snmp—server enable traps memory bufferpeak SNMP TRAP:%

13[snmp—server enable traps config SNMP TRAPERTE
14|snmp—server enable traps fru—ctrl SNMP TRAPEETE
15/snmp—server enable traps event—-manager SNMP TRAPE%TE

16

snmp—server enable traps mempool

SNMP TRAP:%

17|snmp—server enable traps mvpn SNMP TRAPE%
18|snmp—server enable traps cpu threshold SNMP TRAP:%
19[snmp-server enable traps ipsla SNMP TRAPE%
20|snmp—server host 1_HIER  Irsion 2c izo] HilkR | SNMP TRAPH R % 5%

21

22

23

24[banner login "CC O A A Y —ILRREEE
25 | Fpkx DA A Y —ILRRETE
26 | ### WARNING ### ok Oy A I —IILRRETE
27|** Unauthorized access to this device or the attached networks  ** O A A Y —ILRRERE

28

** is prohibited without express permission. Violators will be  **

AT A A — )L RIRERTE

29

** prosecuted to the fullest extent of civil and criminal law.  **

O A B Y —ILRRERE

30[** All accesses to this service are logged. *% O A BaYyY—IILRRE
31 [k Version 1.1 %k Oy A A Y —ILRRERE
32|k Oy A AV Y —ILRREE
33|°c A AV Y — L RREETE
34

35|line con 0 a2 Y —ILIR—BEERTE

36/ logging synchronous YR ANBREARTE

38| exec prompt timestamp O RARNBEOYERFE

39| stopbits 1 AMYTEYRRE

40|line aux 0 AUXTR—RERE

41| stopbits 1 AMYTEVRERTE

42line vty 0 4 {RIBR—FEETE (0~4)

43| access—class DenylPv4SSH-01 in T AHEERE

44| logging synchronous aXVEANBREARTE

45| login local OJ A SRR AR

46| exec prompt timestamp O REANBEOYRFE

47| transport input ssh TR (GER %) RE
48|line vty 5 50 {RABR—FEETE (5~50)

49| access—class DenylPv4SSH-01 in T XFIHERE

50| logging synchronous IRV ANBEFEEAERE

51/ login local O A REERRAEE

52| exec prompt timestamp ORVEAHBOTRTE

53| transport input ssh TR (ER %) BT
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event manager applet OPEN-DDNS-WAN-INTF-Updater

WANIFDIPv6 7 KL XZDDNSH—/3\—~ & 519 BEEM

event timer cron name OPEN_DDNS_ADDRESS _UPDATER _PING cron—entry

2|”* * * * *” maxrun 30 BRET. RAEITHRE30F
3| action 10 cli command “enable”

4| action 15 cli command “ping ipv6 update—fqdn.i.open.adjp”

5| action 90 cli command “exit” s

6

7

8|event manager applet DMVPN-NBMA-Address—Resolver

event timer cron name DMVPN_NBMA_ADDRESS_RESOLVE _PING cron—

9lentry “* * * * *” maxrun 30 WANIFDIPV6 7 KL XAZDDNSH—/\—~ @513 BEEM
10/ action 10 cli command “enable” BHRRT. RAEITHR 305
11| action 15 ¢li command “ping ipv6 hub01.fqdn”
12| action 20 cli command “ping ipv6 hub02.fgdn”
13| action 90 cli command “end” BT 0E
14| action 91 cli command “exit” BT NIE
B3z 2026/2/19
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